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Who am |?

PhD Student @ Sapienza
University of Rome

Exploring how to leverage
Artificial Intelligence to
improve security!



Reverse Engineering is painful...

Image Credit: G. A. Di Luna



Function A Function B

f mov eax, ( [
mov ‘ mov edx, dword [
mov gqword | al_8nh], rd mov dword ]
mov gword [ ) Oh), 1 mov dword [r ]
mov [ ]

mov eax, dw

mov dword [

mov

mov ea

mov C L

mov dword [rsi]

mov eax, dw

mov

mov dword |

Binary Similarity Problem
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Applications

* Vulnerability Detection
* Library Function Identification
* Malware Hunting
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Ooops, your files have been encrypted!
What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever,

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
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Send $300 worth of bitcoin to this address:;

bitcoin i
ACCEPTED HERE ’ 12t9YDPgwueZ9NyMgw519p7AABisjré SMw

“heck Payment

Segrment

et 01dbe

et 0146EEDL
.te_check et 0146EE30

Anternal 0146EF20

text 0146F030

1d_newsession_ticket dext 014725C0
sanup_key_block et 01475B00

C

tewt 01475B60

sh_mac et 01475070

dshake_mac teut 01475F40

rate_master_secret et 01476150
key_block et 014763ED



ProjectHelp push

o4 ok B A T DR sewen s Reguler Expression (] Case sensitve - - .
sax, ax Flf?}lpu‘[ identifies standard
Flowgraph | Assembler L0 e B AN
S 1 ’ £ 2alls
" | TS sub o sep-liorary Call
Ta] Talq large 198858h

1 prima * | seeomdamn i Tatde LBABLR
1] ] ]

mamh
“elreal
offset afSampleOfTheRe
_printf

sp, 2
sub_B_D22

loc_B_8GC2:

i [ ] [ ]
large 198861h | O
_gotoxy
sp, 4
_cireol S I .
offzet alotoullantToSay X I I
C . |
. . : [ ]
"Query_Javascript_Decode_Functio r A .l b N o0
Hgthar® 2 0 = - - e - oy .
7 00006 B 00000060 ~ 1 . 2
63 B! 5 5A 61 2D ‘ ” e e , ' " :
E 1

y W N

meta:

$decodel = {72 65

$decode2 = {22 41

$decode3 = {: : ? : ; 2 51 stimed toe _easseat s eoaCises 156 42)

$decoded4 = {73 75 62 y 77 C 7 o

$func_call="a( Soal_checkversion:(OMGRD <1, 43, LokSoss, 0. THi
condition: : 5 n;..; e

filesize < 20KB and #func_call » 20 and all of ($decode*)

7 sestn Feusaim

. (ane)=_get):
L (ineleub_TOB4, 017

DIAPHORA




B Not Scalable (BinDiff - Diaphora)

@
@ Require an extact copy of the function (IDA F.L.I.R.T. - YARA)

Analyst have to write rule (YARA)

Main Limitations
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How to create new efficient
and effective solutions?




R=a

/

ALIMHEATHINGS!

BRSNSy eneruiornel



Representation of words, sentences or

documents using vector!

EMBEDDINGS! ! BINARY = vl = [0.17,0.19,...,0.21]

BINARIES =v2 = [0.16,0.23, ...,0.20]

-

SIM(BINARY,BINARIES) =< vl,v2 >=0.9

IDEA BORROWED FROM
Natural Language Processing



1 -quick brown [fox jumps over the lazy dog.

2 The brown [fox|Jjumps over The lazy dog.

3 The quick-fox Jumps|over the lazy dog.

4 The| quick brown-jumps cver|the lazy dog.

Unsupervised !

Word2Vec Model * The embedding of each word is computed with an unsupervised

algorithm that consider the context in od the word.




4 \Madrid
Germany —_— Rome
man walked Berlin
("} L ,. Turkey \
s e’ Ankara
o el woman .
: ’ swam .
king @ O Russia ————— ___ Moscow
T walking 1‘,. Canada Ottawa
% — TR T mokyo
/ O Vietnam Hanoi
swimming Ching ——————— Beijing
Male-Female Verb tense Country-Capital

* Words relationship can be retrieved from the embeddings:

Word2Vec Model

v2w(man) — v2w(king) + v2w(women) = w2v(queen)




Word2Vec Model For ASM

0101
0101
0001

We can do the same with assembly code!

Unsupervised !

push rbp

mov rbp, rsp

mov qword [local_8h], rdi

mov qword [local_10h], rsi

mov rsi, gword [local_8h]

mov dword [local_14h], eax

mov rsi, gword [local_10h]

mov from memory to register r0
mov from memory to register r1
mov from memory to register r2

mov from memory to register r3

mov from register to register




l I oW We aggregate

instruction embeddings to

I I function embeddings?




similarity score
//"'\

Structured Self Attentive Model
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The Full Pipeline




* This is easy!!!

* We compile 11 different
projects with different
compilers and optimization!

e ...and we disassemble
everithing!

Creating the dataset




It works!! 1.0 —
0.84 |/
o :
* AUC: ©
T 0.6-
e SAFE: 0.99 >
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o
e Gemini (MFE): 0.95 v 0.4 1
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Function Search Engine!

* We tested SAFE as a function search
engine!

* We try to retrieve from a knowledge
base similar function to the query!




Semantic
Classification

* We try to classify functions
to 4 different semantic
classes using embeddings!

* Math

* String

* Encryption
* Sorting

True label

Semantic Classification - Self Attentive Embeddings

encryption 15 125 33
math -
sort
string
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Semantic
Classification

Visualization

Embeddings are clustered in
the space according to their
semantic!

(S) Sorting
(E) Encryption
(SM) String Manipulation

(M) Math



Applications

o #

IDENTIFICATION OF AN IDENTIFICATION OF A
ENCRYPTION FUNCTION VULNERABLE FUNCTIONS
INSIDE A MALWARE! INSIDE A FIRMWARE!

@

i

YARASAFE — USING SAFE
INSIDE YARA



TeslaCrypt Ransomware

* We disassemble the sample with IDA and we used our
semantic classifier to analyze every function!

. . A 0 R
 The Classifier founds seven functions that has ————
encryption semantic!

All your important files are encrypted.

* 6 of them were effectively performing encryption!! S

Sample:3372cledab46837f1e973164fa2d726c5c5e17bcb888828ccd7c4dfcc234a370

Detected Functions: 0x41e900, 0x420ec0, 0x4210a0,0x4212c0, 0x421665,0x421900, 0x4219c0



Function Detected At Ox41E900

ROL ESI,0Oza
MOV
NOT
OR

XOR EB

>, EST

ADD EBP,dword ptr [ESP + locaa.
MOV  dword ptr [ESP + local 70 ...

MOV  EST,dword ptr [ESP + loca
LEA ESI,[0x6ed%bal + ESI + E-.-
ROL ESI,Oxe

20T UXKIOA0L 222
9 * 0x2000
* 0x400

+ 0x5a827999
9 * 0x1000
r24 * 0x400

8 + 0x6ed9ebal + ((~
19 >> 0xl5) +

Toivar

ADD ESI,dword ptr [ESP + locas.
MOV

NOT
OR
ROL
XOR
ADD
MOV dword ptr [ESP + local &cC ..
MoV
LEA
ROL
ADD
ROL
MoV
NOT
OR
XOR
ADD P, dword ptr [ESP + loca
MOV  dword ptr [ESP + local 74 .. N
MOV EDI,dword ptr [ESP + loCa..
LEA EDI, [0x6ed%ebal + EDI + E...
ROL EDI,Oxd

ADD EDI,dword ptr [ESP + locCaw.

Mov e e L+ reeen o SHA1 Constant

MOV EEP,
NOT EBP

,dword ptr [ESP + locCae.
, [0x6ed9ebal + EBX + E..-

0 >> O=xle;
+ 0x6ed9ebal + ((™
19 »>> 0=213) +
>> 0Oxle;




Function Neural
- - identification network
Ethernet switch
AES
Encryption

Possible improvent: Detecting Suspicious functionality inside a
firmware




f1 =[0.15,-0.23,0.12, ..., 0.91]
f2 =[0.21, 0.19, 0.13, ..., 0.54]

fn =[0.81,-0.01,0.19, ..., 0.23]

ﬁ

Embedded system

Binary firmware

i * We develop a tool: YARASAFE, to
ft =[0.15,-0.23,0.12, .., 0.91] simplify this process!

.J

Spotting Vulnerability in COTS
software

Binary code of function
affected by heartbleed




YARA-SAFE




import "safe"

rule Heartbleed
{

condition:
safe.similarity (" [0.094, ... , 0.0597]") > 0.97

YARA-SAFE Rule
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Favorites Name Size Kind Date Added ~

E Recents > openssl-1.0.1u --  Folder Today at 12:05
0 Downloads openssl-1.0.1e Folder Today at 12:05

> ‘kopenssl-1.0.1a --  Folder Today at 12:05
3 Google D...

72 Applicatio...
ﬁj lucamass...
[ Desktop
33 Dropbox
¢ iCloud Drive
@ Documents
Devices
1 MacBook...

O Remote D...
All known file extensions (*) <

New Folder Cancel Open

[=] Output window 0eQ

/hpplications/IDAPro7.0/ida64.app/Contents/Mac0S/plugins/_build_utils.py: undefined function PLUGIN_ENTRY
/Rpplications/IDAPro7.0/ida64.app/Contents/Mac08/plugins/_config.py: undefined function PLUGIN_ENTRY|

Rule - Creation
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